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We make test-time adaptation private with differential privacy, and show that per-sample clipping
improves both privacy and stability.
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Test-time adaptation (TTA)
updates a model on unlabeled
test data to recover accuracy
under distribution shift.
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a PRIVACY-ACCURACY TRADE-OFF @ Per-sample clipping controls per-sample \

influence to model updates, batch-level
clipping do not.
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L _ Moderate privacy can still preserve strong adaptation performance, @ They can be complementary indicators of
‘ and some DP-TTA methods remain competitive with their di ﬁ.y It |
[_._;J Per-sample TTA loss non-private counterparts. \ ITHCUlt Samples. /
‘ 0 DP-Tent is the clearest example: it achieves 62.9%, 62.6%,
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Per-sample gradients | non-private baseline of 60.8%. EFFICIENCY AND TAKEAWAYS

For other methods, the non-private versions remain stronger
S}g Clip each gradient to norm C at € = 20, but the gaps are modest: 2.9 points for EATA, 1.2 for SAR,

2.4 for DeYO, and 1.7 for DeYO-COME. DP adds only modest overhead:

roughly 20-30 ms per batch.

‘®+ Add Gaussian noise Q Per-sample clipping consistently improves TTA, enhancing
| & robustness and stability, and can even yield state-of-the-art

continual accuracy. The slowest DP variant takes only

1.28x the original runtime.
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% Selected quantitative results
, £y bt , This is the first study of private
s N e Per-sample gradient clipping improves adaptation across most test-time adaptation
DP-TTA Update (per batch B,) corruption types, raising the average gain across TTA methods '
9 0 from 0.1% to0 4.1%.
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PP _ 2,72
= B | [Zg‘ (&) + N(0,0°C7T) e Batch-level clipping is much less effective: accuracy stays around , , .
t . , Private test-time updates remain
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041 = 0, — nAfF batches ranges from 84% to 1.5%. P |

@ Key message: Private TTA is practical and effective, with modest overhead; per-sample clipping improves privacy and stability.
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