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Problem Statement

• Cloud AI inference can expose sensitive user
data.

• TFHE protects privacy, but arithmetic neural
networks are costly under encrypted evaluation.

• DDLGNs offer a Boolean-native path: neural
models discretized into learned two-input
logic-gate circuits.

Proposed Encrypted Inference Pipeline

• The server trains a DDLGN and discretizes it into a learned Boolean circuit.

• The client encrypts the input using TFHE, sends it to the server, and keeps the secret key locally.

• The server evaluates the circuit directly over encrypted bits, without observing the plaintext input.

• The client decrypts returned class scores to obtain the final prediction.

Experimental Results
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PP-DDLGN achieves higher accuracy
with lower latency

Accuracy–Latency Trade-off: PP-DDLGN vs. QAT-FCNN on MNIST
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Accuracy improves with deeper/larger
Boolean circuits, while latency
increases with gate count.

Inference Trade-offs Across PP-DDLGN Sizes
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Teval dominates runtime

Which Runtime Component Dominates?
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Key Findings
• We experiment with three PP-DDLGN sizes on MNIST: 8k, 24k, and 48k logic gates.

• Larger Boolean circuits improve accuracy, but increase latency.

• Homomorphic circuit evaluation dominates the end-to-end runtime; encryption and decryption are
comparatively small.

• Compared with Quantization-Aware Training Fully Connected Neural Network (QAT-FCNN)
baselines, the proposed PP-DDLGN achieves higher accuracy with lower encrypted inference
latency.

Summary
• DDLGNs align naturally with TFHE because

inference becomes Boolean circuit evaluation.

• Encrypted latency scales mainly with the
number of evaluated logic gates.

• PP-DDLGN is a promising path toward efficient,
privacy-preserving AI inference.
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